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OnpeneseHus

B nacrosmem JOKYMCHTC UCHOJIB3YIOTCA CICAYIOIHUEC TCPMUHBLI U UX OIIPCACICHU.



ABTOMATHU3UPOBAHHASA CHCTEMA — CHCTEMa, COCTOAIAs M3 IEepCOHANa M KOMILUIEKCA
CPEACTB aBTOMATH3ALMHM €r0 JEATEIbHOCTH, pealu3ylolas WH(POPMALUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX ()yHKITHIA.

AyTeHTI/I(l)I/IKaIII/IH OoTHpaBUTE/IA MNAHHBIX — IOATBCPKACHUC TOIO, 4YTO OTIPABUTCIIb
MOJYYCHHBIX JAHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.

be3onacHOCTh NEPCOHAJIBHBIX [JAHHBIX — COCTOSHUE 3allMIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEpU3yeMOE€ CIOCOOHOCTBIO  IOJb30BATENEH, TEXHUYECKUX CPEACTB MU
MH(POPMALMOHHBIX TEXHOJIOTUI 00ecreunTh KOH(PUACHIIMATBHOCTD, IEJIOCTHOCT U JIOCTYITHOCTD
MEPCOHAIBHBIX JaHHBIX MpHU UX 00paboTKe B HH(MOPMAIMOHHBIX CHCTEMaxX MEPCOHATBHBIX
JTAaHHBIX.

Buomerpnueckne mnepcoHabHbIe JaHHbIEe — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢u3MoOTIOrNuYecKue OCOOEHHOCTH YEJIOBEKa M HAa OCHOBE KOTOPBIX MOXHO YCTAHOBUThH €ro
JUYHOCTh M KOTOPBIE HUCIOJIb3YIOTCS AJIMUHHUCTPAIUEH ISl YCTAaHOBJIEHUS JINYHOCTH CYOBbEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00padaThIBaThCS TOJBKO NMPU HAJIWYUH COTJIacHsi B MUCbMEHHON
¢dopme cyObeKTa MEPCOHANBHBIX JAHHBIX (BKJIOYas ¢ororpaduu, OTIeYaTkd MNajbleB, oOpa3
CeTYaTKH Ti1a3a, 0COOCHHOCTH CTPOCHHS TeJIa M IPYT'YIO IMOI00HYI0 HH(POPMAIIHIO).

BiokupoBaHne TmepCOHANBHBIX [aHHBIX — BpPEMEHHOE MpEKpamieHne o0pabdoTKU
MEePCOHANBHBIX JaHHBIX (32 MCKIIOYEHUEM CllyyaeB, eciu o00paboTka HeoOxoauma s
YTOYHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (KoMNbHOTEpHBI, NPOrpaMMHBIN) — HCHOJHAEMBIM NPOTPAMMHBIA KOJ WIH
WHTEPIPETUPYEMBbId HAO0OpP HMHCTPYKIMH, 0O0JaNaromuidi CBONCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocnpousBeieHus. Co3aaHHble JyOIMKaThl KOMIBIOTEPHOIO BUpYca He
BCErJa COBMNAJAIOT C OPUIHMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K JAajJbHEHIIEMY
PacpoCTpaHEHHIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHas mporpamMma — mporpaMma, IpelHa3HayeHHas i1 OCYILIECTBJICHHS
HECaHKIIMOHUPOBAHHOTO JIOCTyNA U (WJIM) BO3JCUCTBUS HAa TIEPCOHATILHBIC IAHHBIEC WJIH PECYPCHI
MH(OPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX TAHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrea M CHUCTEMbI — TEXHHUYCCKHUE CpPCIACTBA U
CHUCTEMbI, HC IIPCAHA3HAYCHHBIC JIA IIE€pEaadn, 06pa6OTKI/I " XpaHCHHA IICPCOHAJIBHBIX TaHHBIX,
YCTaHaBJIMBAC€MbIC COBMECTHO C TCXHHYCCKMMU CPEACTBAMH U CUCTEMaMHU, IMPEAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I INEPCOHATIBHBIX JAaHHBIX WM B TIIOMECHICHUAX, B KOTOPBIX YCTAaHOBJICHBI
I/IH(bOpMaI_[I/IOHHLIe CUCTCMBI IICPCOHAJIbHBIX JTaHHbIX.

JocTyn B OnepanyoHHyI0 cpeay KoMIbioTepa (MH(OPMALMOHHON CHCTEMbI MEPCOHAIBHBIX
JAAHHBIX) — TIOTy4EHUE BO3MOXKHOCTH 3aITyCKa Ha BHIMOJIHEHUE IITATHBIX KOMaH, (DYHKIIHIA, IpoLeayp
OTEPAIIMOHHON CUCTEMBI (YHUUTOXKEHHSI, KOITMPOBAHUS, TIEPEMEIICHHS | T.I1.), UCTIOMHIEMbIX (hailioB
MIPUKIIQTHBIX TPOTPAMM.

I[OCTyl'l K I/IH(l)OpMaIII/II/I — BO3MO’KHOCTbD ITOJTY4CHUA I/IH(1)OpMaI_II/II/I 1 €€ UCIIOJIb30BaHU .

3aky1aj04HOe YCTPOMCTBO — SJIEMEHT CPE/ACTBA CheMa HH(MOPMAIMH, CKPBITHO BHEIPSEMBIil
(3aKyazbIBaeMblii WM BHOCHMBINA) B MeECTa BO3MOMKHOIO cheMa HMH(pOpMalMy (B TOM 4YHCIE B
OTrpaK/IeHHE, KOHCTPYKLIMIO, 000pYy0BaHuUE, IIPeIMEThl HHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUUYECKUE CPEJICTBA U CCTEMbI 00pabOTKH HH(POPMAITUH).

3anmmiaemass uHpopMaimsi — UHPOpPMALMS, SIBISIOMIASCS MPEIMETOM COOCTBEHHOCTH U
MO/UIeXKAIlas 3alluTe B COOTBETCTBUM C TPeOOBAHMSMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHMSMH,
YCTaHABIIMBaEMbIMH COOCTBEHHUKOM MH(POPMALIUH.



HNnentuduranmmusi — mpricBoeHHe CYOBbEKTaM M OOBEKTaM JIOCTyna HieHTH(UKaTopa ¥ (WIH)
CpaBHEHHE TPEABSBIIEMOTO UICHTU(HUKATOPA C TIEPEYHEM ITPUCBOCHHBIX HICHTU(HUKATOPOB.

NudopMaTUBHBIA CHTHAJM — 3JICKTPHYCCKHE CHTHAIBL, aKYCTHUYECKHE, 3JIEKTPOMArHUTHBIC U
npyrue  (pr3UYeckue TIONs, MO IapamerpaM KOTOPBIX MOXKET ObITh PACKphITa KOH(HUACHIIMATHHAS
uHbopMarmsl (TIepCOHATBHBIC JTAaHHBIC) 0OpadaThiBacMas B HH(POPMAIMOHHOM CHCTEME TePCOHATTBHBIX
JIaHHBIX.

Nudopmaunonnass cucrema mnepcoHanbHbIX AaHHbIX (MCII/IH) —coBOKynHOCTb
cofepKamuxcsi B 0a3zax JaHHBIX MEPCOHAIBHBIX JTAHHBIX W 00ECTIEYMBAIOMINUX HX 00pabOTKY
MH(GOPMAIIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

HNudopmanonHble TEXHOJIOTHH — TIPOLIECCHI, METO/BI TOWCKA, cOOpa, XpaHeHus, OOpabOTKH,
TMIPEIOCTABIICHUS, PACIIPOCTpaHeHus] UH(OPMAIIMK U CITIOCOOBI OCYIIIECTBIICHUS TaKWX MPOILIECCOB
METOJIOB.

Hcnonb3oBaHue mnepcoHAIbHBIX AaHHBIX — JeWcTBUA (Omepaluu) ¢ MepCOHATbHBIMU
JAHHBIMHU, COBEpILIAEMbIE ONEPATOPOM B LENSIX NPUHATHS PELIEHUH WM COBEPLICHUS HHBIX
JNEeUCTBUM, MOPOXKAAIOLUIUX IOPUINUECKHE TTOCIEICTBUS B OTHOLLIEHUU CYObEKTa MEepPCOHATBHBIX
JAHHBIX WK APYTUX JUI JUOO0 MHBIM 00pa3oM 3aTparvBarollMX MpaBa U CBOOOABI CyObeKTa
MEePCOHATIBHBIX JAHHBIX WU APYTUX JIHII.

Hcrounuk yrposbl 6e30nacHOCTH MHGOPMALMU — CYOBEKT JOCTYNA, MaTepUATbHBIA OOBEKT WIH
(u3IIecKoe SBIIEHHE, SBJIIOIINECS TPUUMHON BO3HUKHOBEHUS YTPO3bl 0€30M1aCHOCTH MH(OpMAIUH.

KonTposmpyemasi 30Ha — MpOCTPaHCTBO (TEppUTOpHS, 3[JaHME, YacTh 3[aHMsS, TMOMEILEHHUE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOJIMpYeMOE MpeObIBaHHE MOCTOPOHHMX JIMI, a TaKKe TPaHCHOPTHBIX,
TEXHUYECKUX U MHBIX MaTepUaJIbHbIX CPEJICTB.

Kon¢uaeHumaibHOCTh NePCOHATBHBIX JAHHBIX — 00s3aTeNIbHOE Il COOMIOACHUS OIepaTopoM
WIM UHBIM TOJIyYMBIIMM JOCTYIl K THEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE JOIMYCKAaTh HX
pacrpocTpaHeHue Oe3 cornacusi CyObeKTa MEpCOHATBbHBIX JAHHBIX WM HAIWYMS MHOTO 3aKOHHOTO
OCHOBaHWUSI.

MeskceTeBOii 3KpPaH — JIOKATHHOE (OJHOKOMIIOHEHTHOE) MM (PYHKIIMOHATLHO-PACIIPEICIICHHOES
nporpaMmMHOe  (TIPOrpaMMHO-aNIapaTHOe) CPEACTBO  (KOMIUICKC), peai3yroliee KOHTPOJb 32
nH(pOpMaIHeH, TOCTynaromel B WH(POPMAIMOHHYIO CHUCTEMY IIEPCOHAIBHBIX JAHHBIX M (WJIN)
BBIXOJIAIIEH U3 MHOPMAIIMOHHOM CUCTEMBI.

Hapyumrens 0e30MacHOCTH NEPCOHANBHBIX JAHHBIX — (M3UYECKOE JMIO, CIy4daiHO Win
MpeTHAMEPEHHO COBEPIIIAIOIIEe JEHCTBUS, CIIEICTBUEM KOTOPBIX SIBISIETCS HApyIIEHHWE OE30IMacHOCTH
MIEPCOHANBHBIX JTAHHBIX MPU UX 00pabOTKe TEXHUYECKUMU CPEACTBAMH B MH(OPMAIMOHHBIX CUCTEMAaX
MePCOHATBHBIX JAHHBIX.

HeaBTomaTusupoBaHHas o0pabdoTka NEePCOHANbHBIX  JaHHBIX —  00paloTka
MEePCOHATBHBIX JAHHBIX, COJEPKALIUXCA B WH(MOPMAIMOHHON CHUCTEME MEPCOHATBHBIX TaHHBIX
nu00 W3BICYEHHBIX M3 TAaKOW CHUCTEMBI, CUMTAETCA OCYILIECTBICHHOW O€3 HCHOJIb30BaHUs
CPeICTB aBTOMAaTH3alMu (HEaBTOMATHU3MPOBAHHOM), €CIIM TaKHe JACUCTBUS C MEPCOHAIbHBIMU
JAHHBIMU, KaK HCIOJIb30BaHUE, YTOYHEHUE, PAaCHPOCTPAHEHUE, YHUUYTOKEHHE IMEePCOHAIbHBIX
JAHHBIX B OTHOIIEHUU KaXKJIOTO U3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MpHU
HEMOCPEACTBEHHOM YYaCTHH YeJIOBEKa.

HenexknapupoBaHHble  BO3MOMHOCTH —  (YHKUMOHAJIBbHBIE  BO3MOXKHOCTH  CPEJICTB
BBIUHCIIATEBHON TEXHUKH, HE OIMCAHHBIE WII HE COOTBETCTBYIOILHE OIMMCAHHBIM B JOKYMEHTALIUHU, IPH
UCTIOJIb30BaHUM ~ KOTOPBIX BO3MOYKHO — HApyIIeHWEe KOH(UACHIMAIBHOCTH, JIOCTYIMHOCTH I
LIENIOCTHOCTH 00pabaTkiBaeMoii HHpOpMaLny.



HecaHKuMOHMPOBAHHBII J0CTYN (HECAHKIMOHMPOBAHHbIE /IEHCTBUS) — OCTYI K MH(POpMALIIN
WM JIeUCTBUS ¢ MH(OpMAIMeH, HapyIIaloIie MMpaBuiia pa3srpaHuyueHus JOCTYIAa C HCTOIb30BAHHEM
IITaTHBIX CPEJICTB, IPEAOCTABIIAEMBIX HH()OPMAITMOHHBIMU CHCTEMAaMH NIEPCOHATBHBIX TAHHBIX.

Hocutens unpopManuu — (U3MUECKOE JMIIO WIM MaTepUalbHBIA OOBEKT, B TOM YHCIIE
¢u3ngeckoe mone, B KOTOpOM HH(GOPMAIMS HAXOIUT CBOE OTPOKEHHWE B BHIE CHUMBOJIOB, 0Opa3oB,
CUTHAJIOB, TEXHMYECKUX PEIICHNWH W TIPOLIECCOB, KOJIMYECTBEHHBIX XaAPAKTEPUCTHK (DU3MUYECKHUX
BEJINYUH.

O0e31MunBaHue NMEPCOHATBbHBIX JAHHBIX — JICHCTBUSI, B PE3YIbTATE KOTOPHIX CTAHOBUTCS
HEBO3MOXHO 0€3 MCIOJIB30BAHUS JOTIOJHUTEIHHON HHPOPMALIUN ONPEACTUTh PHUHAUICKHOCTD
MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY EPCOHATbHBIX JaHHBIX.

O0paboTka mNepcOHAIBLHBIX [JaHHBIX — JI000€ JeiicTBUe (omepaiusi) WIM COBOKYITHOCTh
NeicTBUi  (omepalii), COBEpIIAEMBIX C HCIOJIb30BAHHEM CPEICTB aBTOMATH3alMU WM  0e3
WCTIOJTE30BAHMS TAKKX CPEJICTB C TIEPCOHAIBHBIMU JIAHHBIMH, BKITFOUast COOp, 3aITiCh, CHCTEMATH3AIIHIO,
HaKOIUICHUE, XpaHEeHHe, YToOuHeHne (0OHOBJIEHHE, I3MEHEHHE), W3BJICUECHHE, UCTIOIb30BaHNE, TIepeIady
(pacipocTpaHeHne, —TpPENOCTaBICHHE, JOCTYI), OOE3IWYMBaHKME, OJOKHPOBAHHE, yIAICHHE,
YHHUYTOKCHHUE IICPCOHAIIBHBIX TAHHBIX.

OOmerocTynHble  NMEpPCOHANbHBIE  JaHHbIE —  IIEPCOHAIBHBIE  JTAHHBIE,  JOCTYI
HEOTrPaHUYEHHOTO Kpyra JIMI K KOTOPBIM IPEJOCTaBIEH C COTJacusl cyObeKTa MepCOHAbHBIX
JAHHBIX WJIM Ha KOTOpPHIE B COOTBETCTBHM C (hefepalbHBIMU 3aKOHAMHU HE PacCIpOCTpaHsAETCs
TpeboBaHUE COOIOIEHNS KOHPUACHITNATHHOCTH.

Oneparop (nmepcoHANBHBIX JAHHBIX) — TOCYIAPCTBEHHBIM OpraH, MYHUIMIIAIbHBIA OpraH,
IOpUIMYECKOe WM (PU3MYECKOe JIUI0, CAMOCTOSATENBHO WM COBMECTHO C JPYTMMH OpraHu3yrollee U
(nn) ocyIecTBIIsIONIEe 00PaOOTKY MEPCOHATBHBIX TAHHBIX, a TAKKE OMPEICIISIONTIE TSI 00padOTKH
MEPCOHAJIbHBIX JJAHHBIX, COCTaB IEPCOHANBHBIX JIAHHBIX, MOJIeKAIMX 00paboTKe, JeHCTBUA
(omeparmm), coBepIIaeMbIe C IEPCOHATLHBIME JIAHHBIMU.

Texunyeckue cpeacrBa HHGPOPMALMUOHHOH CHCTEMbI MEPCOHAIBHBIX JAHHBIX — CPENCTBA
BBIYUCITUTELHON TEXHUKH, MHPOPMAITMOHHO-BBIYHCITUTELHBIE KOMILICKCHI M CETH, CPEIICTBA M CHCTEMBI
nepenaur, npuemMa U o0padotku II/IH (cpemctBa W CHCTEMBl 3BYKO3AIHCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIC W TEJICBU3MOHHBIC YCTPOMCTBA, CPEICTBA HM3TOTOBJICHUS,
THP2KUPOBAHUS JIOKYMEHTOB M JIPYrM€ TEXHUYECKUE CPEICTBa OOpabOTKM pPEeYeBOH, Tpadudeckoi,
BU/ICO- U OyKBEHHO-IIM(POBOM HMH(OpPMAIMK), TPOrpaMMHBIC CpeNCTBA (OMEpAlMOHHBIE CHUCTEMBI,
CHCTEMBI YIpaBJIeHUs 0a3aMM J@aHHBIX M T.IL), CPEICTBA 3alIUThI MH(POPMALMH, TPUMEHSEMbIC B
MH(POPMAIIOHHBIX CHCTEMAX.

IlepexBaTt (MHopMauun) — HEIPAaBOMEPHOE MOJTyYeHHE MH(POPMALUU C UCIIOJIb30BAHUEM
TEXHMYECKOTO  CPEJICTBA, OCYIIECTBISIONIET0O  OOHapyKeHue, TMmpueM U  00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

IlepconasibHble AaHHBIe — J100as MH(oOpMalMs, OTHOCALIAsCA K MPSIMO WIM KOCBEHHO
OIpeJIeIEHHOMY WJIH ompeAessieMoMy (pruznueckomy JTuIly (CyObeKTy MepCOHAIbHbBIX JAHHbIX).

ITob6ouHbIE IJTEKTPOMATHUTHDLIC U3JIYYCHUSA U HABOJAKH — DJICKTPOMAIrHUTHBLIC U3ITYYCHU
TCXHUYCCKUX CpCIACTB 06pa60TKI/I 3alUIIaeMOn I/IH(I)OpMaI_[I/II/I, BO3HHUKAKOIIUE KakK MOOOYHOE
SABJICHUC W BBI3BBAHHBIC JJICKTPUUYCCKUMU CHUT'HAJIAMU, HeﬁCTBYIOHlHMH B HX JJICKTPUYUCCKUX H
MAruvTHBIX LCIIAX, a TAKXKC J3JICKTPOMArHUTHBIC HABOJKU 3TUX CHUTHAJIOB HA TOKOIIPOBOISAIIUC
JIMHUHW, KOHCTPYKIHUU U LCTIU ITUTAHUS.

[MonuTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEPONPHUSITHH,
KOHTPOJHUPYIOIIUX OTCYTCTBUE 3alMCHhIBaHWS HA OyMa)KHbIE HOCHTENH KIIOuell W aTpuOyTOB
noctymna (maposei) U XpaHeHus UX BOMU3U 0OBEKTOB JOCTYTIA.



IHonb3oBaTenb HMHGPOPMALMOHHOM CHCTEMBbI IEPCOHAJBHBIX JAHHBIX —  JIMILIO,
ydacTByrolee B (yHKIIMOHUPOBAHUU WH(POPMALMOHHON CHUCTEMBI MEPCOHAIBHBIX TAHHBIX WIIH
UCTOJB3YIOUIee PE3YyIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHu4eHusi AOCTYNa — COBOKYIHOCTh IPaBMJI, PErjJaMEHTUPYIOIIHUX IpaBa
JocTyna cyObeKTOB JIOCTyNa K 00bEKTaM J0CTYIIA.

IIporpammuas 3akjaaka — KOJ IPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBIH B INPOrpaMMy C
LENbI0 OCYIIECTBUTh YTEUKY, WM3MEHHUTh, OJOKHPOBAaTh, YHUUYTOXUTb HH(POpPMALMIO WIH
YHUYTOXHUTh M MOJU(PHIHMPOBATH HPOTPAMMHOE oOecreueHne HH(POPMAIMOHHONW CHCTEMBI
[IEPCOHAIbHBIX JaHHBIX U (WJIM) OJIOKMPOBATh anlapaTHbIE CPEICTBA.

IIporpamMHoe (mporpaMMHO-MaTeMaTH4yecKoe) BO3/leiicTBMe — HECAaHKIIMOHUPOBAHHOE
BO3JICHICTBUE HA peCypChl aBTOMaTU3UPOBAHHON HH(OPMALIMOHHON CHCTEMBI, OCYLIECTBIISIEMOE C
HCIOJIb30BaHUEM BPEAOHOCHBIX IPOTPAMM.

PaCKprTI/Ie NEPCOHAJIBHBIX MAHHBIX — YMLBIINUJICHHOC WU CJ'Iy‘IZlfIHOG HapymecHue
KOH(l)I/II[CHHI/IaJ'II:HOCTI/I NEPCOHAIbHBIX JaHHBIX.

PacnipocTpaHeHne NepCOHAJBHBIX JAAaHHBIX — JCHCTBHs, HAIIPaBICHHBIE HA PACKPBITHE
IIEPCOHANIBHBIX TAHHBIX HEONIPEEICHHOMY KPYTy JIUI]

Pecypc uHpoOpMAIIMOHHONH CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTO, MPHUKIIAIHOTO
WJIM anmnapaTHoro odecnevyeHus pyHKIMOHUPOBAHUS HHPOPMAIOHHON CHCTEMBL.

CneuuajibHble KATEropuM MNEPCOHAJBHBIX JIAHHBIX — TIEPCOHAIBHBIC  JaHHBIC,
Kacalollluecsi  pacoBOM, HAIMOHAIBHOW  MPHUHAUIEKHOCTH, MOJUTUYECKHX  B3TJISAIOB,
PENUTHO3HBIX WIN (UIOCOPCKUX YOEKIACHUM, COCTOSHUS 3J0POBbSI M HMHTUMHOM KU3HU
cyObeKTa MepCcoOHAbHBIX JAHHBIX.

CpencTBa BEIYMCIUTETLHONH TEXHUKH — COBOKYITHOCTB ITPOTPAMMHBIX U TEXHUYECKHX IEMEHTOB
cHCTeM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (DYHKITMOHHPOBATH CAMOCTOSTEIILHO WIJIM B COCTaBe JAPYTHUX
CHCTEM.

CyObekT mocryna (Cy0beKT)— JIMIO WIM IPOIECC, JIEUCTBUS KOTOPOrO PErjiaMeHTUPYIOTCS
MpaBUJIaMU Pa3rpaHUYEHUs JOCTYIA.

Texunyeckuii KaHaJ yTeuykd MH(OPMALMH — COBOKYITHOCTh HOcHTEN MH(popMaiuu (cperncTsa
00paboTkH), husndeckor cpedpl pacrpocTpaHeHus: MHHOPMATUBHOTO CHTHANIA U CPEICTB, KOTOPHIMU
NoObIBaeTCs 3alpIaemMas iHpopMalus.

TpancrpannyHasi nepegaya nepcoHaJbHBIX JaAHHBIX — Mepeiaya MepCOHANBHBIX JaHHBIX
onepatopoMm uepe3 [ocymapctBennyro rTpanully Poccuiickoit ®enepanuu opraHy BIIacTH
MHOCTPAaHHOTO TOCyJapcTBa, (U3MUecKkOMy WIM IOPUAMYECKOMY JIMIY HHOCTPAHHOTO
rocynapcTaa.

Yrpo3sl 0€30MacHOCTH TEPCOHANBHBIX JIAHHBIX — COBOKYTHOCTH YCIOBHH W (DaKTOpOB,
CO3/IAFOIINX OTACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CITy4aifHOTO, JOCTYIA K TIEPCOHATEHBIM
JIAHHBIM, PE3YJIBTATOM KOTOPOTO MOXKET CTaTh YHHUTOKEHUE, I3MEHEHHE, OJIOKUPOBAHHE, KOTTMPOBAHHE,
pacrnpocTpaHeHHe MEePCOHATBHBIX JIAHHBIX, a TAOKEe MHBIX HECAHKIMOHWPOBAHHBIX JNEHCTBHII TMPU HX
00palboTke B MHPOPMALIMOHHON CHCTEME MEPCOHATBHBIX TAHHBIX.

YHuuTOKEeHnEe NEPCOHAIBHBIX JAHHBIX — I[eﬁCTBHH, B PE3YIIbTAaTC KOTOPBLIX HEBO3MOXKHO
BOCCTAHOBUTH COACPKAHNC TICPCOHAIIbHBIX JAHHBIX B PIH(I)OpMB.I.[HOHHOfI CUCTCMC TICPCOHAIIBHBIX
JaHHBIX WM B PEIYJIbTATC KOTOPBIX YHUYTOXAIOTCA MATCPUAIBHBIC HOCHUTCIN IICPCOHAJIBHBIX
JaHHBIX.



YTeuka (3anminaeMoii) HH(POpPMAIUM IO TEXHHYECKHMM KAHAJIAM — HEKOHTPOJIUPYEMOES
pacrpocrpanerre HHPOPMAIUKA OT HOCHUTEIIS 3allAIIIaeMON MH(OPMAIUU Yepe3 (PU3NUECKYIO CPEeIy 10
TEXHUYECKOTO CPEZICTBA, OCYIIIECTRIISIONICTO IIepeXBaT HHMOPMAITHH.

YSA3BUMOCTB — C1a00CTh B CPEACTBAX 3alllUThI, KOTOPYIO MOXKHO HWCIOJIB30BAaTh Il HAPYIICHUS
CHCTEMBI MJTH COZICprKaIeHCs B Hel MH(pOopMAaIim.

HenoctHocT  MHGOPMAIMM —  CIIOCOOHOCTh ~ CPENICTBA  BBIYMCIMTEIIBHOW — TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMbI O0CCIIeUrBaTh HEM3MEHHOCTh MH(OPMAIMKM B YCIOBHSX CIY9aiiHOTO
W/WM TIPSTHAMEPEHHOTO NCKKEHUS (Pa3pyIICHUs ).
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OBO3HAYEHUSA U COKPAILIEHUA

— aHTUBUPYCHEIE CPEACTBA

— aBTOMATH3HUPOBAaHHOE paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUEC CPCACTBA U CUCTEMBI
— MH(pOPMAIIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX

— KOHTpOJIpyeMasi 30Ha

— JIOKaJIbHAs BEIYMCIIUTEIbHAS CETh

— MEKCETEBOM 3KpaH

— HECAHKIIMOHMPOBAHHBIN TOCTYIT

— OTepaITMOHHAs CUCTEMA

— HNEPCOHATIBHBIC TAaHHBIC

— IPOrpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBHE

— IIporpaMMHoOe o0ecrieueHne

— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHs U HABOIKU

— CHCTE€Ma aHaJIK3a 3alIUIEHHOCTH

— CpeICTBa 3alIUThl HHPOPMAIIUH

— cucreMa (IoJICUCTeMa) 3allUThl EPCOHAIBHBIX JaHHBIX
— cucteMa 0OHapyKeHHsI BTOP)KCHHIA

— TEXHUYECKHIE KaHATbI yTeUKH MH(POPMAIIIH

— YI'pO3bIL 0€e30I1acCHOCTH ICPCOHAIBHBIX TaHHBIX



BBEJIEHUE

Hacrosimas Tlonutuka wuHbopManmonHoi Oe3omacHoctd (manee I[lomutuka) MAJIOY
«Herckuit cag Ne 202 «lopon UYymec» 1. Yebokcapwl (manee — YUpexICHHE) SIBISICTCS
OUITMATEHBIM TOKYMEHTOM.

[Tonmutnka pazpaboTaHa B COOTBETCTBUU C TpeboBaHUAMU DeepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX JaHHBIX» U TocTaHOBJIeHUs [IpaButenscTBa Poccuiickoii
@eneparmn ot lHOsIOps 2012 1. Ne 1119 «OO6 yrBepkaeHHH TpeOOBAaHMNA K 3aluTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUM:

- «PexoMenanuii Mo 00eCIeYeHUI0 Oe30MaCHOCTH MEPCOHATBHBIX JAHHBIX NMPU UX 00pabOTKE B
WHPOPMAIMOHHBIX ~ CHCTEMaxX T[EPCOHAJbHBIX JaHHBIX», YTBEPXKICHHBIX 3aMecTUTeJeM
mupekropa @CTIK Pocenn ot 15.02.2008 1.,

- «TunoBbIX TpeOOBAHMI MO OPTraHU3ALUKN M 00ecTedeHHIO (PYHKIIMOHUPOBAHHSI M (PPOBATHHBIX
(xpunTorpaduueckux) CpeicTB, MpeTHa3HAYCHHBIX /IS 3alUThl HHPOPMAIUH, HE COJepKallei
CBEJICHWH, COCTaBIAIONINX TOCYJAAPCTBEHHYI0 TaWHy B Cllyda€ W3 WCIOJIB30BAHUS UL
obecriedeHusi 0E30MaCHOCTH TEPCOHANBHBIX JIAHHBIX NPU WX 00paboTke B MH(OPMAIIMOHHBIX
CHCTeMax TNEepPCOHAJBHBIX IAaHHBIX», YTBEpKAEHHBIX pykoBoactBoM & lLlentpa ®Cb Poccun
21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke ompenenensl Tpeboanus k nepcoHany WCII/IH, creneHb OTBETCTBEHHOCTHU
MepcoHana, CTPYKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a OOeCIedeHHe O€30TMacHOCTH TEPCOHATBHBIX
nansbix B UCITIH Yupexnenus.



1 O6umme nonoxenns
Lenpio Hacroseit [ToauTuku sBiseTcs odecneueHre 0€301acHOCTH 00BEKTOB 3aIHUThI

quenc;[eHI/m OT BCCX BHAOB YIpo3, BHCHIHUX W BHYTPCHHUX, YMBIIIJICHHBIX U

HeTpeHaMePEeHHBIX, MUHIMH3aNus ymepOa OT BO3MOXKHOHM peanu3aliu yrpo3 0e30macHOCTH
11 (YBILR).

be3onacHOCTH NEPCOHAIBbHBIX JaHHBIX JOCTHUTaCTCA IIyTeM HNCKIIFOYCHUA
HCCAHKIIMOHUPOBAHHOI'0, B TOM 4YHUCIIC CJIy‘-I&fIHOI‘O, J0CTynna K HNCEPCOHAJIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOr'0 MOXKET CTaThb YHHUYTOXCHUC, U3BMCHCHUC, 6JIOKI/IpOBaHI/I€, KOIIMPOBAHUC,
PacrnpoCTpaHCHUEC IEPCOHAIBHBIX JaHHBIX, 4 TAKXKC WHBIX HCCAHKIIMOHUPOBAHHBIX )IGI\/JICTBI/II\/'I.

Nudopmanus u cBsizaHHbIE ¢ HEW pecypchbl JOJDKHBI ObITh JOCTYITHBI JJIsi aBTOPHU30BAaHHBIX
noJib3oBarenei. JIoJmKHO OCYHIECTBISATBCS CBOEBPEMEHHOE OOHAPY)KEHHE M pearnpoBaHHE Ha
YBII/H.

HOJ'DKHO OCYIICCTBIIATHCA NPCAOTBPAIICHUC TPECAHAMEPCHHBIX WA cnyqaﬁme, JaCTUYHBIX
HJINM TTOJIHBIX HCCAHKIMMOHUPOBAHHBIX MO)II/ICI)I/IK&HI/II‘/II WM YHUYTOXCHUS MEPCOHAIIBHBIX TaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpecTaBieH B [lepedHe mepcoOHaNbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00paboTKe NEPCOHATBHBIX JIaHHBIX.

Cocras UCIIQH, mojyiexxamux 3aliuTe, MPEACTaBleH B AKTe 0O0CIeTOBaHUS TEKYIIETO
COCTOSIHHUA TCXHH‘ICCKOﬁ 3alIUThI HepCOHaJ'II)HI)IX JAHHBIX.



2 Obaacrtb NeHCTBUA

TpeboBanus Hactosmed [lonuTUKN pacIpoCTPaHsAIOTCS HAa BCEX COTPYIHHKOB YUpPEkKIACHUS
(IITaTHBIX, BPEMEHHBIX, PaOOTAIOIMIMX MO KOHTPAKTYy M T.II.), @ TAKXKE BCEX MPOYMX JIUI]
(mOapATUMKH, ayAUTOPHI U T.I1.).



3 Cucrema 3ammrsi MEPCOHAJBbHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1[IH), cTpouTCS Ha OCHOBAHUU:
- AxTa 00ciieJoBaHUS TEKYIIEro COCTOSIHUS TEXHUUECKOH 3aIlUThl IePCOHANBHBIX TaHHBIX;
- [lepeuns nepcoHanbHBIX TAHHBIX, MOUIEKAIIUX 3AIUTE;
- AkTOB KiaccupuKauyd HHOOPMAIIMOHHBIX CUCTEM IEPCOHATBHBIX JaHHBIX;
- HacTHbIX MoJiesiel akTyallbHbIX yTpo3 U BepositHoro Hapymutens UCIIAH;
- [Tonoxxenus o pasrpaHUYEHUH NpaB AOCTYIA K IEPCOHAIBHBIM TaHHBIM;
- PykoBomsmux moxkymentoB @CTOK u ®Ch Poccuu.

Hns ob6ecnieuenust 3amuthl  WMCIIJJH HeoOxomumo coOitojieHHE OpraHU3alMOHHO-
TEXHUYECKUX Mep. AAMHMHHCTpaIeil obecnieunBaeTcsi 6€30MacHOCTh MEPCOHATIBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHHYecKoM
3aJlaHuM Ha co3faHue cucremsl 3amuThl A1 UCIIJIH. B Yupexnenuu onpeneneHsl akTyaibHbIe
yrpo3el Oe3onacHoctd [1/lH, koTopwie ommcanbl B YacTHON MOJENU akTyalbHBIX yrpo3 H
BepositTHoro Hapymutens UCIT/IH.

HO)I AKTyaJIbHBIMU  YT'pO3aMU 0€e30I1aCHOCTH NEPCOHAIIBHBIX JAaHHBIX ITOHUMACTCA
COBOKYITHOCTb ~ YCIIOBUH W (baxTopos, CO3MAIOIIMX  AKTyalbHYI0  OMACHOCTb
HCCaAaHKIIMOHUPOBAHHOI'0, B TOM YHUCJIC CHy‘I&ﬁHOFO, A0CTyna K NMEPCOHAJIBHBIM JAaHHBIM IIPU UX
00paboTke B WH(POPMAITMOHHOW CHCTEME, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXXEHUE,
M3MEHEHHe, OJIOKUPOBaHHE, KOMMPOBAHHE, MPEIOCTABICHUE, PACIIPOCTPAHEHUE MEPCOHATBHBIX
JIAHHBIX, a TAK)KE WHBIC HETTPABOMEPHBIC ACHCTBUSL.

VYrpo3sl 1-ro TMMA akTyanbHbI A1 UHGOPMAIIMOHHON CHCTEMBI, €CIH JUIsl HEe B TOM UHCIIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKJIapUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM IMPOrPAMMHOM 00€CTIe€YeHNH, UCII0JIb3YeMOM B MH(OPMaLMOHHON
CUCTEME.

Yrpo3sl 2-T0 THUIA aKTyalbHBI 175 HHGOPMAIMOHHON CHCTEMBbI, €CIM JUIsl HEe B TOM YHCIIe
aKTyaJlbHbl yIPO3bl, CBA3aHHBIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIaPHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  MPOTPAaMMHOM  OOECIEYEHHH,  HCIIOJIBb3YyeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-T0 TUMA aKTyallbHBI ISl UHQOPMAIIMOHHON CHUCTEMBI, €Clii JIJIs Hee aKTyalbHbI
yrpo3bl, HE CBS3aHHBbIE C HATUYMEM HEAOKYMEHTUPOBAHHBIX (HEICKIAPUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEeHUHU, HCIOIb3yeMOM B
MH(OPMALIMOHHON CUCTEME.

Ha ocHOBaHuHM 3THUX JOKYMEHTOB OHpeeNseTcs HeoOXOAUMBIH ypOBEHb 3aIMIIEHHOCTU
ITx xaxnoit UCII/In Yupexnenus. Ha ocHoBaHMM aHaimM3a aKTyaJbHBIX yIpo3 0€30MaCHOCTH
I111, onncanHOro B YacTHOM MOJENN akTyallbHBIX yrpo3 U BepositHoro Hapymurens UCIIIxH n
Otuera o0 pe3ynbTaTax NPOBEIEHUS BHYTPEHHEH NIPOBEPKE, JENAETCSl 3aKJIIOYEHHE O
HE00X0AMMOCTHU HMCIIOJIb30BaHMs TEXHUUECKUX CPEJCTB U OPraHU3alMOHHBIX MEPOTPHUATHI IS
oOecnieuenus OezonacHocTH I1JIH. BbiOpaHHBIE HEOOXOIUMBIE MEPONPUATHS OTPAKAIOTCSI B
IInane MeponpUATHIA 110 3aLUTE NEPCOHAIBHBIX JaHHBIX.

s xaxxnoit UCIIJIH nomkeH ObITh COCTABJICH CIMCOK UCIIOJIb3YEMBIX TEXHUYECKIX CPEJICTB
3allUThI, & TaK K€ MPOrPaMMHOTO oOecreueHus, ydacTByomero B oopadorke [1J[H, Ha Bcex
anementax UCII/IH:

- APM monp30BarTenei;



- CepBepa NpHIIOKEHUH;
- CYB/;
- I'panumna JIBC;

- Kananor nepenaun B cer 0oOIIEro Moib30BaHUS M (MIM) MEKIYHAPOTHONO OOMEHa, €ClU IO
HuUM nepenarorces [1JH.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIAH n axtyansHbix yrpos, C3I1[dn moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPEICTBA I Pa0OYMX CTAHIIMK TOIH30BATENICH U CEPBEPOB;
- CpenCcTBa MEKCETEBOI0 SKPAaHUPOBAHHUS;

- cpencTBa KpumrorpaduuecKodl 3ammThl HWH(GOpMAaNuH, TpW Tepenade 3aluiaeMol HWH- -
(dhopmaruu 1o KaHajiaM CBSI3H.

Tax ke B cIMCOK JIOJIKHBI ObITh BKIIOYEHBI (DYHKIIUU 3alUThI, 00ECIIeYnBaeMble IITaTHBIMU
cpeactBamu  06pabotku I/l onepaunonusiMu cuctemamu (OC), npuxnagaeiv [10 u
CHelHabHBIMU KOMITJIEKCAMH, peaIU3YyIOUIMMHU cpeAcTBa 3amuThl. CrucoK (YHKUMNA 3al[UThI
MOXET BKIIFOUATh:

YIPABJICHHUE U Pa3rpaHUUYEHUE TOCTYIIA MT0JIb30BATENEH;
PETHCTPAINIO M YUeT JAeHCTBHIA ¢ HH(opMalrei;

- obecreunBaTh 1EIOCTHOCTD JaHHBIX;

- MPOU3BOJNTH OOHAPYKEHUI BTOPIKCHUH.

COucok HCMONB3yeMbIX TEXHUYECKHX CpPEACTB oTpaxkaercsa B Ilnane meponpusituii 1o
3aIUTE MEePCOHANBHBIX MAaHHBIX. CIUCOK HCIOJIB3YEMBIX CPEJICTB JOJDKEH IMOJJICPKUBATHCS B
aKTyaJlbHOM COCTOSIHMH. I[Ipy HW3MEHEHHHM COCTaBa TEXHMYECKHX CPEACTB 3alluThl WU
anemeHToB WCII/H, COOTBETCTBYIOIIHME H3MEHEHHS IOJDKHBI ObITh BHeCeHbI B CHHCOK U
YTBEPKICHBI 3aBEAYIOMUM YUPESKIACHHUS WIN JMIIOM, OTBETCTBEHHBIM 3a 00eCIeUeHUE 3alUThI
I11n.



4 TpeodoBanus k moacucremam C3I11n

C3I1/Ix BKIIFOYAET B CeOSI CICAYIOIIHE ITOCHCTEMBI:

- YIIpaBJICHHS IOCTYIIOM, PEIHCTPALlUK U YUeTa;

- obecrieveHust LIEOCTHOCTH U IOCTYITHOCTH;

- aHTUBUPYCHOM 3allUTHI;

- MEKCETEBOr'0 IKPaHUPOBAHNSL;

- QaHAJIM3a 3alUIICHHOCTH;

- oOHapy»XeHUsI BTOPIKEHUH;

- Kpunrorpagpuyeckon 3aluThl.

IMoacucrempr C3II/IH umeroT pa3nuuHbld (yHKIMOHAN B 3aBUcUMOCTH OoT kiacca MCIIJH,
onpeeNieHHoro B AkTe Kiaccupukauud MH(POPMAIIMOHHBIX CHCTEM NEPCOHAJbHBIX JaHHBIX.
Cmucok cootBerctBust QyHknuii mojacucreM C3II/[H kmaccy 3amuIeHHOCTH TPENCTaBIICH B
[Tpunoxxennn Ne 1.

41 HOZ[C]/[CTCM])I YupaBJ/j€HUsA J0CTYIIOM, PErUCTPAllUM U Y4Y€Ta

[Toacucrema ynpapieHus: 1OCTYIOM, PETUCTPAllMK U ydeTa MpeAHa3HaueHa JJisl peann3anuu
cenyronux QyHKIUI:

- WACHTU(DHUKAITAHN 1 IPOBEPKA TOUTMHHOCTH CyOBEKTOB noctyma mpu Bxone B UCII/IH;

- WACHTH(UKAIMN TEPMHUHAJIOB, Y3JOB CETH, KAHAJIOB CBA3H, BHEINIHUX YCTPOWCTB II0
JIOTUYECKUM UMEHAM;

- WACHTU(DHUKAITIHN TIPOTPaMM, TOMOB, KaTajoroB, (aiiioB, 3amucel, moJiei 3amiceii o nMeHaM;

- peructpanuu Bxoja (BeIXoJla) CyObEKTOB JIOCTyIa B CUCTEMY (M3 CHCTEMBI), THOO0 pPErnCTpamus
3arpy3Kd ¥ UHHITUATU3AIMH ONIEPAIIMOHHON CUCTEMBI U €€ OCTaHOBA.

- PErucTpanyy TONBITOK JIOCTYNa IMPOrPAMMHBIX CpPEACTB (IIpOrpaMM, MpPOIECCOB, 3ajad,
3aJaHAN ) K 3aIIUIaeMbIM (aiiiam;

- perucrpamnuy TOIMBITOK JOCTyIa MPOTPaMMHBIX CPEACTB K TEpMUHANIaM, KaHalaM CBSI3H, -
IporpaMMam, ToMaMm, KaTaixoraM, (aiiiam, 3aucsm, TOJISIM 3aTvcei.

[ToxcucreMa ynpaBieHHS TOCTYIIOM MOXET OBITh pEaliM30BaHa C IMOMOIIBIO IITATHBIX
cpenctB o6pabotku [1/1x (oneparuonnsix cuctem, npuioxenuit 1 CYB/]). Tak jxe MoxeT ObITh
BHEJPEHO CIEIHMAJIbHOE TEXHUYECKOE CPEJCTBO WM WX KOMIUICKC, OCYIIECTBIISIONINE
JOTIOJTHUTEIIBbHBIE MEPhl M0 ayTeHTH(HUKALMU U KOHTPOJt0. Hampumep, MprUMEHEHHE €IMHBIX
XpaHWIMII]  YYETHBIX  3alKceil  MOoJb30BaTeNell M PEerucTpalMoOHHOW  WHMOpMaluy,
WCIOJIb30BaHNE OMOMETPUYECKHX U TEXHUYECKUX (C MOMOIIBI0 3JEKTPOHHBIX MPOITYCKOB) MeEp
ayTeHTU(UKAIUU U APYTUX.

4.2 MMoacucrema obecneyeHusi HEeJOCTHOCTH U JOCTYIIHOCTH

IToncucrema obecrieueHHs LETOCTHOCTH U JIOCTYITHOCTH TNpelHa3HaveHa Ui oOecredeHus
uenoctHocth M jgocrynHoctd  [I/[H, mnporpamMMubix u ammapatHeix cpenacts  MCIIIH
VYupexxaeHus, a Tak )ke CPeJICTB 3alUThI, IPU CITyYalHONW WM HAMEPEHHOW MOIU(pHUKAIINH.

Iloacucrema pealm3yeTCcsa  C IIOMOIIBIO opraHus3aliui  pE3CpBHOIO KOIMUPOBAHUA
O6pa6aTBIBaCMLIX JaHHBIX, a TaK K€ PE3CPBUPOBAHUCM KIIFOYCBBIX 3JICMCHTOB I/ICHI[H



4.3 MoacucreMa aHTHBHPYCHOI 3AIUTHI

[Toncucrtema aHTUBUPYCHOW 3alllUTHl MpEeAHA3HAUYEHA MJI1 OOECIEUYeHHS aHTUBUPYCHOU
3amuThl cepBepoB u APM nonw3oareneit UCIAH Yupexaenus.

CpencTBa aHTUBHPYCHOM 3aIUTHI TPEAHA3HAYEHBI [T peATU3allii CICYIOMMNX ()YHKIIHIM:
- PE3UIEHTHBIN AHTUBUPYCHBIM MOHUTOPUHT;
- AHTUBUPYCHOE CKAHUPOBAHHUE;
- CKpHNT-0JIOKMPOBaHUE;

- ICHTPAJIM30BAaHHYIO/Y/IaJICHHYI0 YCTaHOBKY/JICHHCTAUISIUI0 AHTUBUPYCHOTO MPOJIYKTA,
HACTPOKKY, a/IMUHICTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTUYECKON nH(opmalmu no padore
MIPOAYKTA;

- aBTOMaTU3UPOBAaHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OrpaHUYEHHE MPaB MOJIH30BATENIS Ha OCTAHOBKY HCIIOTHSAEMBIX 33a/1a4 U M3MEHEHUS - HACTPOEK
AHTUBHPYCHOTO IIPOTPaMMHOT0 00eCIICUEHUS;

- aBTOMATUYECKHH 3aITyCK Cpa3y MOCIIe 3arpy3KH OIEePallMOHHON CHCTEMBI.

[Toncucrema peanusyercs MyTeM BHEAPEHUS CIENHAIBHOIO aHTUBUPYCHOTO IIPOrPaMMHOTO
obecrieuenus Ha Bce dneMenTs UCIT/IH.

44 Iloacucrema MexKCeTEeBOTO IKPaHUPOBaAHUA

[TomcucremMa MEKCETEBOTO SKPAaHUPOBAHUS TpEAHA3HAYCHA [UIS PEaM3aldd CIEAYIOIINX
hyHKIIMIHA:

- ¢wibTpallud OTKPBHITOro M 3armdpoBaHHOro (3akpeiToro) IP-tpaduka mo criemyronmm
napamMmerpam;

- (huKkcanuy BO BHYTPEHHHX XypHaIaxX HH(oOpMAIMU O TPOXOSIIEM OTKPBITOM U 3aKpbiToM [P-
Tpaduke;

- UACHTU(DUKAMK W ayTEeHTU(PUKAIUIO aJIMUHICTPATOpa MEXCETEBOr0 HKpaHa IpU €ro -
JIOKAIIBHBIX 3aIlpocax Ha JIOCTYII,

- perucrpanuu Bxoja (BbIX0/la) aJMHHHACTPATOPa MEXKCETEBOTO SKpaHa B CHCTEMY (W3 CHCTEMBI)
00 3arpy3KH M MHUIIUAITU3AINN CHCTEMBI U €€ TIPOrPaMMHOT0 OCTAHOBA;

- KOHTPOIIS IIEOCTHOCTH CBOEW MPOrpaMMHON 1 MH(POPMAIIMOHHON YacTH;

- (GWIBTPALMK TTAKETOB CITY)KEOHBIX MPOTOKOJIOB, CIY)KAIWX JUIA JAUATHOCTHKH M YIPABICHHS
paboTOl CeTeBhIX YCTPOICTB;

- (PUIBTpALIK C YYETOM BXOIHOTIO U BBIXOJHOI'O CETEBOro MHTep(delica Kak CpeACTBO MPOBEPKH
MOJUIMHHOCTH CETEBBIX aJIPECOB;

- perucTpalyu 1M y4era 3arpanrBacMbIX CEPBUCOB IIPUKIAJIHOIO YPOBHH,

- 6J'IOKI/Ip0BaHI/I$I A0CTyIa HePI,I[eHTI/I(bI/ILII/IPOBaHHOFO 00BEKTa WU Cy@beKTa, OJJIMHHOCTD
KOTOpOro Ipu aYTeHTI/I(l)I/IKaLIHI/I HE moATBEpANIaChb, METOAaMU, yCTOfI‘IHBLIMPI K IICPEXBATYy,

- KOHTPOJIA 3a CETEBOM aKTHBHOCTHIO HpI/IJ'IO)KeHI/Iﬁ n 06Hapy>KeHI/I$I CCTCBLBIX aTak.

Iloacucrema peanusyercs BHEAPEHUEM IPOTPaMMHO-ANNIapPaTHBIX KOMIUIEKCOB MEXCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, knaccoM He HIKe 4.



45 Iloacucrema aHaaIu3a 3alIUILEHHOCTH

[loncucrema aHanM3a 3aIIMIIEHHOCTH, JOJDKHA OOECIeYMBATh BBISBJICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ omuOkamu B KoHurypauuu [10 MCIIAH, koTOphle MOTYT OBITH HMCIIOJIE30BAHBI
HapyIIMTEIEM /IS pean3aluy aTaku Ha CUCTEMY.

CDYHKIII/IOHEL]I IIOACHUCTEMBI MOXKCT OBITH p€aiM30BaH INIpOrpaMMHBIMH KW MPOrpaMMHO-
arrapaTHbIMH CPEACTBAMU.

4.6 Ioncucrema oGHApY KEHUS BTOPKEeHHMi

[Toncucrema oOHapy EHHUST BTOP)KEHHH, JOJDKHA 00ECIIEUNBATh BBISIBICHUE CETEBBIX aTak Ha
aneMmenThl CII/IH, moaximtoueHHble K ceTIM OOIIEro MOJIb30BaHUS U (MJIM) MEXIYHAPOJIHOTO
oOMeHa.

CDYHKIII/IOHHJ'I IIOACUCTEMBI MOXECT OLITH p€aiM30BaH NpOrpaMMHBIMH W MPOTrpaMMHO-
armapaTHbIMH CPEACTBAMMU.

4.7 Moncuerema KpuNTOrpaguuecKoii 3aMHTHI

[Toncucrema xpunrtorpaduyeckoi 3amuThl TpenHasHaueHa it uckmouenns HCI
samuimmaemor nHpopmarmu B UCIIn YVapexaenus, npu ee mepenadu 1mo KaHajaaMm CBsI3U CETeH
00111eT0 MOJIK30BaHMSI U (MJTH) MEXKTyHapOHOTO OOMEHa.

[logcucrema peanusyercsi BHEAPEHHUEM KPUNTOTpapHUUECKUX MPOrpaMMHO-aNNapaTHbIX
KOMIUIEKCOB.



5 Ioab3oBarenn UCHan

B UCIIAH VYwupexaeHuss MOXHO BbIICIUTh CIEAYIOLIME TPYNNbl I0Jb30BaTeNeH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:

- Anmunuctpatopa UCT1/IH;

- Aamunauctparopa 6ezonacaoctu UCI/IH;

- Oneparopa APM;

- AIMUHHCTpaTOpa CeTH;

- TexHUYECKOro CrienuanicTa mo o0CIyKUBaHHUIO IEpUPEPHITHOTO 000PYIOBaHUS;
- [Iporpammuct-pazpadorunx UCIH.

JlanHble O rpynmax Mojb30BaTeNIX, YPOBHE MX JOCTyHa M MH(GOPMHUPOBAHHOCTH JOJKEH
ObITh OTpakeH B [1oyi0)keHUN 0 pa3rpaHUYeHHH MPaB IOCTyIa K NePCOHAIBHBIM JJAHHBIM.

5.1 Axvunncrparop UCHIn

Anmunuctpatop HMCII/IH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIM 3a HACTPOMUKY,
BHenpeHue u compoBoxzaeHue MCII/IH, oGecneunBaeT (YHKIIMOHUPOBAHHME MOJICUCTEMBI
yopasienuss gocrynom HCIIJIH W ynoJHOMOYEH OCYHMIECTBIATH IPEJOCTABICHUE H
pasrpaHuyeHue A0CTyna KOHeYHOro nojs3oBatess (Oneparopa APM) k snemeHTaM, XpaHsIIUM
MIEPCOHAJIbHBIE JJAaHHBIE.

Anmmvunuctpatop UCIIIH o6nagaer cneayromuM YpoBHEM JOCTYyMA ¥ 3HAHUMN:

- obnamaer modHOW WHGOpPMAIUEH O CHCTEMHOM M TPHKIAIHOM IIPOIrPAaMMHOM OOECIICUCHUH
UCTg;

- o0JrazaeT oTHOM HH(pOpMAIel 0 TEXHHYECKUX cpencTBax U koHpuryparuu UCIT/TH;
HMMeEET JOCTYTI KO BCEM TEXHUYECKUM cpecTBaM 00paboTku nHpopmarwu 1 ganabM UCT/IH;

- oOnamaer mnpaBaMd KOH(QUTYPHPOBAaHWUS M aJMHHUCTPATUBHON HACTPOMKH TEXHUYECKUX
cpencts UCIT/IH.

5.2 Agmunucrparop 6e3onacuocrn UCIIIn

Anmunuctpatop 6e3omacHoctu MCII[H, coTpymHuk YupexaeHus, OTBETCTBEHHBIH 3a
¢yukuuonupoanue C3I1/[H, BKIO4Was OOCHTYyXKMBAaHHE U HACTPONKY aJMHUHUCTPATUBHOMN,
CEpBEPHOI U KITMEHTCKOM KOMITOHEHT.

Anmunuctpatop 6e3onacHoctu MCII/[H oOnanaeT cienyromuM ypoBHEM JA0OCTyIa U 3HAHUI:
- obnamaer mpaBamu Anmunuctpartopa MCIL/IH;
- obnamaer nmonHoM nHPOpManmeit 06 UCIT/IH;

- UMEET AOCTYI K CPEeACTBaM 3allUThl HH(OPMAIMH U MMPOTOKOIMPOBAHUSA M K YaCTH KITFOUEBBIX
snementoB MCII/IH;

- HC UMCECT IIpaB AOCTyla K KOH(l)I/IprI/IPOBaHI/IIO TEXHUYCCKUX CPEACTB CCTU 3a HCKIIFOUCHUEM
KOHTPOJIbHBIX (I/IHCHGKI_II/IOHHBIX).

Anmunuctpatop 6e3onacHocty UCIT/IH ynoaHoMoueH:



- peann30BBIBATH MOJUTHKY Oe3omacHOocTH B 4acTh Hactporiku CK3U, MexceTeBbIX IKPaHOB U
CHUCTeM OOHAapy»XEHHsS aTak, B COOTBETCTBHH C KOTOpPBIMH Toib3oBarenb (Omepatop APM)
MoJTy4aeT BO3MOXKHOCTh paborats ¢ anmementamu UCTIH;

- OCYLICCTBJIATh ayAUT CPCACTB 3allIUTHI;

- YCTaHaBJIMBAaTh JOBCPUTCIILHBIC OTHOIICHUA cBoOei 33HlHHICHHOI71 CCTU C CCTSAMU ApYrux
Opranuzanuii.

5.3 Oneparop APM

Omneparop APM, cotpyaHuk YupexaeHus, ocymecTisomui oopadotky [1/]n. O6paboTka
[I1n Bxmrowaer: Bo3MOXHOCTh mpocmotrpa II/In, pyunoit BBox IIJln B cucremy WCII/H,
(¢bopMHpOBaHHME CIPABOK M OTYETOB IO MH(popMmaiuu, noirydeHHod u3s WCII/Ixn. Onepatop He
MMeeT OJTHOMOYMHN ISl yIipaBiieHus nojcucreMamu o0padoTku ganubix u C3I1H.

Omnepatop UCIIH oGmanaer ciaeayomuM YpOBHEM A0CTYNA U 3HAHUMN:

- o0lagaeTr BCeMH HEOOXOJMMBIMH aTpuOyTamu (Hampumep, Mapoiem), 00ecTeYHBAIOIMMHU
JIOCTYN K HEKOTOpOMY noMHOKecTBY 11]1H;

- pacmoiarae€r KOH(i)I/I)IeHI_[I/IaHI)HI)IMI/I JaHHBIMH, K KOTOPBIM UMECT AOCTYII.

5.4 Axvuuucrparop cern

AJIMUHUCTpPATOp CETH, COTPYAHUK YUpEXKJEHUsS, OTBETCTBEHHBINH 3a (PYHKIIMOHHPOBAHUE
TeneKoMMyHUKaMoHHOW nojacucteMsl MCII/IH. AqMuHHCTpaTOp CETH HE MMEET MOJHOMOYHN
JUTSI yIIpaBJICHUS MOJACUCTEMaMU 00pabOTKH JaHHBIX M 0€30MMaCHOCTH.

AJIMUHHCTpATOP CeTU 00JIaJIaeT CICAYIOIIUM YPOBHEM JIOCTYIIAa U 3HAHUI:

- obyagaer 4acThlo WH(OpMAIMKM O CUCTEMHOM W TPUKIATHOM MPOrPaMMHOM OOecIiedeHuH
UCTI/#n;

- obnamaeT 9acThio HHGOPMAINH O TEXHUYECKHX cpeacTBax u koHpuryparuu MCIH;

nMeer (DU3MYECKHil TOCTYN K TEXHWYECKHM CPEICTBaM O0OpabOTKH MH(OPMALMK B CPEACTBAM
3aIUTHI;

- 3HACT, 110 MCHBIIIEH MEpPE, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5 Texnuueckwmii cnenuaancT no 06¢Ty;KMBAHNUIO MepHQEPHITHOro 050pyI0BAHMS

Texuuyeckuil crnenuanucT Mo OOCTYKUBAHUIO, COTPYAHHUK YUPEKICHHs, OCYIIECTBISET
oOcinyxuBaHue U HacTpoiiky mnepucdepuitnoro obopynoBanus WCIIAn. Texuuueckwuii
CHEIHATUCT TO OOCTy)KMBaHWI0O HE uMeeT aocTyna K [IJ[H, He uMeeT NOTHOMOYMIA IS
yIpaBJeHHs MOJACHUCTeMaMu 00pabOTKU JaHHBIX U O€30TaCHOCTH.

Texuudeckuil crenuanuctT mo oOCTyKMBAaHUIO OOJNaaeT CIEeAYIOIIMM YPOBHEM JOCTyIa H
3HAHUH:

- obnamaer 4acThi0 MH(OPMAIMK O CHCTEMHOM M TPHUKIAJHOM MPOrPaMMHOM OOECIeYeHUN
NCTI/H;

- o0mazaer yacTbio HHGOPMAIMK O TEXHHUYECKHUX cpencTBax v KoHpurypamuu UCIIIH;

3HAcCT, 110 MCHBIIICH MEpEC, OAHO JICTAJIbHOC UM JOCTYIIA.



5.6 Mporpammucr-paspadorunk UCI/In

[TporpamMmMuCTBI-pa3pabOTYMKK  (MIOCTABLIMKK)  TPHKIATHOrO  MPOrPaMMHOrO  OOECIeueHus,
o0ecrieynBaloIye ero CONPOBOXK/CHHUE Ha 3aluInaeMoM oobekre. K maHHOM rpymme MoryT OTHOCHTBCS
KaK COTPYAHUKH YUPEKICHHS, TAK U COTPYJHUKU CTOPOHHUX OpraHU3aLIi.

DU3NYECKOE IO 3TON KaTErOpUHU:
- obnamaer uH(popManuel 00 aropuT™Max U nporpammax oopadorku ungpopmaiu Ha UCIH;

- oOnamaer BO3MOXKHOCTSMH BHECEHHsI OIMUOOK, HEACKIApPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJTaJ0K, BPEJOHOCHBIX TporpamMMm B mporpamMHoe oOecneuenne MCII[An nHa
CTaJiH ee Pa3pabOTKH, BHEJPEHHS U COMPOBOXKICHUS;

- MOXeT pacmojiarath JioObiMU (parmentamu uHpopmammu o tonosorun MCIIJIH u
TEXHUUYECKHX cpencTBax o0paborku u 3amutsl [1/1H, o6pabaTeiBaembix B UCIIIH.



6 TpeGoBanus k nepconasy no odecrnedennio 3amuThbl [1H

Bce corpymnuku Yupexnenus, siBiswommecs mnonb3zoBareasimu MCIIIH, m0mKHBI 4eTKo
3HaTh M CTPOTO BBINOJHATH YCTAHOBJICHHBIC NPaBWJIa W OOS3aHHOCTH TO JIOCTYIYy K
3alIUIIAEMBIM 00BEKTaM 1 COOIIOICHHUIO PUHSATOTO peknMma 6ezonacuoctu [1/1H.

IIpn BCTymuleHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEIIOCPEACTBEHHBIM HA4YaJIbHHUK
HOJpa3eieHusl, B KOTOPOE OH IIOCTyNaeT, o00sf3aH OpraHu30BaTh €ro O3HAKOMJICHHE C
JNOJDKHOCTHOM ~ MHCTPYKUMEH M  HEOOXOAMMBIMM  JIOKYMEHTaMH, PpErIaMEHTUPYIOLIMMU
TpeOoBanus mo 3amute I[IJ[H, a Takke oOydeHHEe HaBBIKAM BBINIOJHEHHUS MPOIEIYD,
HEOOXOIMMBIX JUTS CAHKITMOHUPOBAHHOTO Hcronb3oBanus UCII/H.

CoTpyIHUK NOJHKEH OBITh O3HAKOMIIEH CO CBEJACHUSMU HacTosied [loTuTHKY, MPUHSATHIX
nporenyp padotsl ¢ anemenTamu UCITIn u C3I1/]H.

CoTpyaHUKH VYUpeXJIeHUs, HCIHOJb3YIOIINEe TEXHUYECKHE CpeACcTBa ayTeHTHU(UKaAILUY,
JOJDKHBI  O00€CHeUrBaTh COXPAHHOCTh WJIEHTU(PHUKATOPOB (DIEKTPOHHBIX KIIOUeH) M He
nonyckatb HCJl k HuUM, a Tak k€ BO3MOXXHOCTb MX YTE€pPH WM HCIHOJb30BaHUS TPETbUMU
munamu.  [lonb3oBaTenu  HECyT  MEpPCOHANBHYIO  OTBETCTBEHHOCTh 332  COXPaHHOCTh
UJEHTU(DUKATOPOB.

CotpynHuku YUpexJaeHHs JOKHBI CIEA0BAaTh YCTAHOBJICHHBIM MPOIIEAYPAM TOIIEPKAHMS
pexxuma 6e3omnacHoctu [1JIH npu BbIOOpE M MCHOIB30BAaHUU MapoJeil (ecau HE MCIOJIb3YIOTCS
TEXHUYECKHE CPEACTBA ayTeHTU(PHUKAIINN).

CoTtpyaHuku YupexAeHHUs IOJKHBI OOecreunBaTh HaAJIEXKAIlyl0 3allUTy 000pYAOBaHHUS,
OCTaBJIIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B Te€X ClydasX, KOrJa B MOMEIIEHUE UMEIOT JOCTYI
MMOCTOPOHHUE JHIa. Bce mosb30BaTeny OJDKHBI 3HATh TpeboBaHus 1mo OezomacHocTH [1JIH n
MPOIIEAYPHI 3alTUTHI 000PYI0BaHUS, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAKKE CBOM O0S3aHHOCTH
110 00€ECIIEUEHNIO TAKON 3aIIIUTHL.

CoTpynHuKaM 3ampeniaeTcs yCTaHaBIMBAaTh IMOCTOPOHHEE MPOTpaMMHOE OOecreUYeHHeE,
MOJIKJTIOYATh JIMYHbIE MOOMJIBHBIE YCTPOMCTBA M HOCUTEIM MH(POPMAIIMH, a TaK e 3aIlliChIBaTh
Ha HUX 3allUIIacMyl0 HHHOPMAITHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allydiiaeMyr0 HUH(pOpMaIMio, KOTopas crajia UM
M3BECTHA MPH paboTe ¢ UHPOPMALIMOHHBIMU CUCTEMAMHU Y UPEKICHUS, TPETHUM JIUIAM.

[Ipu padote ¢ I1In B UCIIIH coTpynuuku YdpexaeHus o0si3aHbl 00eceYuTh OTCYTCTBUE
BO3MOXHOCTHU nTpocMoTpa I1/1H Tperbumu nmuuamMu ¢ MOHUTOpOoB APM niu TepMHHAIIOB.

[Tpu 3aBepiiennu pabotel ¢ UCII/IH coTpynHuku o0s3anbl 3amuTUTs APM nin TepMuHaibl
C TMOMOIIBIO OJIOKUPOBKM KIIOUOM HIIM SKBUBAJICHTHOTO CPEICTBA KOHTPOJS, HampHUMeEp,
JOCTYIIOM IO MapOJII0, €CIIM HE UCTIONIb3YIOTCS 00Jiee CUIbHBIE CPEACTBA 3aIUTHI.

CoTpynHHKH YUpexJAeHUs TOJDKHBI OBITh MPOMH(DOPMHUPOBAHBI 00 Yrpo3ax HapyIICHHS
pexuma OesomacHoctd [IJI[H M OTBETCTBEHHOCTH 3a ero HapymeHue. OHHM JOJDKHBI OBITH
O3HAKOMJICHBI C YTBEPXJICHHOW (OpManibHON TMPOIEAYpPOH HAIOKEHUS IUCIUTUIMHAPHBIX
B3BICKaHUI HA COTPYTHUKOB, KOTOPbIe Hapymin [ToMuTHKY HHPOPMAIIMOHHOH 0€301MacHOCTH U
npoueaypsl 6e3omacuoctu [1/H.

CoTtpyaHuku o00s3aHbl  0e3 TpoMeanieHus cooOmath 000 BceX HAOMIOJAeMbIX WU
MOA03pUTENBHBIX cinydasx padotrel UCIIJIH, MOTymmx moBieys 3a coboit yrpo3sl 6€30macHOCTH
I[I1n, a Takke O BBIABIEHHBIX HMHU COOBITHSX, 3aTparuBarommx OezomacHocTh [IJ]H,
PYKOBOJICTBY MMOJpa3/IeiCHHsI U JIUIY, OTBEUYAIOIIEMY 32 HEMEJICHHOE pearupoBaHue Ha yrPO3bl
oe3onacHocTH I1]1H.



7 JoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In
JomxHocTHBIE 00s13aHHOCTH TIoJb3oBarteneld MCII/H onrcansl B CIEAYIOMUX JOKYMEHTAX:
- UHerpykuus apmunuctpaTtopa MCIH;
- Uucrpykuus anmunanctpatopa 6ezonacHoctu UCIH;
- Nucerpykuus nons3osatens UCITH.
OtBerctBeHHOCTh coTpyauukoB UCII/IH Yupexaenus.

B cootBercTBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utons 2006
r. Ne 152-@3 «O nepcoHanabHBIX JAaHHBIX» JIMIA, BUHOBHbIE B HAPYLIEHUU TPeOOBaHUI JaHHOTO
@denepalbHOTO  3aKOHA,  HECYT  TIPAXJAHCKYI0,  YrOJOBHYIO,  aJMHUHHCTPAaTHUBHYIO,
JUCHMIUIMHAPHYI0O U MHYIO MPETYyCMOTPEHHYIO 3aKOHOJaTenbcTBOM Poccuiickonn denepaunu
OTBETCTBEHHOCTb.

JlelicTBytol1ee 3aKOHO1aTeIHCTBO PD 103BOISET MPEBABIAThH TPEOOBAHUS IO 0OECTICUSHHTO
Oe3omacHOi paboOThI ¢ 3amuiaeMor WHpopMmalmen U MpeaycMaTpUBaeT OTBETCTBEHHOCTH 3a
HapyleHNEe YCTaHOBJICHHBIX MPaBWI dKCILTyatanun OBM u cucrtem, HEMpaBOMEPHBIA JOCTYN K
uH(pOpMalUY, €CIU 3TH JAEUCTBUS MPHUBEINU K YHUYTOXKEHHIO, OJOKHPOBAHHIO, MOIU(GUKALUN
nH(popMalny WK HapylieHuto padotel OBM wmnu cereii (ctatbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIAn u agmunuctpaTtop 6e3omacHoctu UCIIJIH HECyT OTBETCTBEHHOCTh
3a BCE JIEWCTBUS, COBEPUICHHBIE OT MMEHM MX YYETHBIX 3alUCEd WJIM CHCTEMHBIX YYETHBIX
3aIucei, eciin He JoKa3aH (paKT HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BaHUS YUETHBIX 3aHMCEH.

[Ipu HapymeHusx coTpyaHukamu YupexzaeHus — noab3oBatened HWCIIIn mnpasu,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JEMCTBYIOIIMM 3aKoHOAAaTeNbCTBOM Poccutickoit dexneparum.

[IpuBeneHHble BhIIIE TpeOOBAHHWS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(popManuu
JOJKHBI OBITH OTpakeHbl B [losiojkeHUsAX O mojpasleneHusax YUpeKIeHHs], OCYIEeCTBIISIONINX
o6pabotky [1/In B UCII/IH 1 10HKHOCTHBIX MHCTPYKITUSAX COTPYAHUKOB YupexaeHun.

Heobxonumo Buectu B IlonokeHust o monpasfencHUsiX YUpexAeHUs, OCYIIECTBISIOIUX
o6pabotky [/l B UCII/IH cBeaeHunss 00 OTBETCTBEHHOCTH UX PYKOBOIUTEICH M COTPYIHUKOB
3a pasrjalieHue M HECAHKIMOHMPOBAaHHYIO Moaudukanuio (uckaxeHue, GanbCupUKAIUIO)
[1/1n, a Takxke 3a HENPAaBOMEPHOE BMEIIATEILCTBO B IMPOIECCHl HUX aBTOMATHU3UPOBAHHOMN
00paboTKH.



8 Cucox HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMU W METOJUYECKUMH JIOKYMEHTaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE MPUHLMUIBI M YCIOBHUS
obpabotku I1]IH, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHHM, CBS3aHHBIX
¢ obpaboTkoii I[1/1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit @enepanmu ot 1HOs6ps 2012 1. Ne 1119 «O6
YTBEP)KJACHUM TpeOOBaHMM K 3allluTe MEPCOHAIbHBIX JIAHHBIX IpH HX 00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX».

3 «IlomoxxeHne 06 0COOCHHOCTSIX 00PAOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTHU3auny, yrBepxkaeHHoe [loctanoBnenuem IIpaBurensctea PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHusi K MaTepUalbHBIM HOCHUTENSIM OMOMETPHUUECKHUX NEPCOHANBHBIX JAaHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKuUX JAaHHbIX BHE WH(OPMALMOHHBIX CHUCTEM MEPCOHAIbHBIX
JaHHBIX», yTBepxkAcHHbIe [locTanoBneHneM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTuBHO-MeTOIMYecKre TOKYMEHThl DenepanbHON CIyXKObl MO TEXHUYECKOMY U
aKcIepTHOMY KOHTpOJt0 Poccmiickoit @enepanuu (nanee - ®CTOK Poccun) mo obecrieueHuto
6e3omnacuHoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenpanuu o odecredeHnio 0€301MacCHOCTH TIEPCOHATBHBIX JAHHBIX TTPH HX 00paboTKe
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B noxcucreme ynpapiieHus 10CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U IPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXxo/i¢ B onepannoHuyto cucremy UCII{x mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
JEHCTBUS, IJTMHOW HE MEHEE IECTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;
PeanuzoBaTh ueHTHGUKALINIO TEPMUHATIOB, TEXHUUYECKUX cpeacTB 00paboTku I1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBsI3M, BHEIHUX ycTpoilcTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 PeanuzoBaTh ueHTHUKALIMIO IPOrPaMM, TOMOB, KaTajloTroB, (ailyioB, 3anuced, i + +
MOJICH 3amuCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH JIO0CTYMa;
npu Hamumanu o akoueHus UCIIIH k ceTsM 001m1ero mojas30BaHus T0DKHO He mamxe 5-ro He amxe 4-to He nuxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE IKPAaHUPOBAHHE. YPOBHS YPOBHS YPOBHS
3aMIUIIEHHOCTH 3aIIUIIEHHOCTH 3aIUIIEHHOCTH
Jlns obecrieueHns 6e301acHOro MexcereBoro B3anmoaerictus B UCITIu ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCIONB30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3amuThl OT IPOrpaMMHO MaTeMaThuieckux Bo3aeiicteuii (ITMB):




Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3aILUTHI OT IPOrpaMMHO MaTeMaTHueckux Boszaelcteuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuTel oT [IMB 1o napouito (Mim ¢ UCHOJIB30BAaHUEM HHOTO MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO MOCHIE MpoBeIeHUs €ro yCnemHon
ayTeHTU(PUKALINUH,

[IpenycmoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS JIOCTyIAa K CpeAcTBam 3amuThl ot [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOIO YHCIIA HEYJAYHBIX IOMBITOK BBOJIA MTAPOJIS;

Heo6xonumo npoBoauTh uieHTHGUKaUIO (hailIoB, KaTajaoros, MPOrpaMMHBIX
MO/TyJIEW, BHEIIHUX YCTPOMCTB, UCOJIb3YEMBbIX CpeICTB 3amuThl OT [IMB;

B nozacucreme peructpanuu u yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI ), TUO0 PErUCTPALIUIO 3arPy3KU U MHUIIMAIN3AIMH OTIEPAllHOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annapatypHoro otkiatouenuss UCII/In. B napamerpax
perucTpaluu yKa3blBaloTCs AaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBI) UJTH 3arPy3KH (OCTAaHOBA) CHCTEMEI;

[IpoBOANTH y4€T BCEX 3alIMINAEMbIX HOCHTEEH HH(OPMAITUHU C TIOMOIIBIO UX JTFOO0M
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JaHHBIX B KypHaI (YUETHYIO KQpTOUKY);




[TpoBOANTE PETUCTPAIMIO BXO/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJCTBO 3AIIUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrpaMMHOTO OCTaHOBA. B mapameTpax perucrpanuu yKa3bIBaeTCsl BpeMs U JaTa
BXOJIa/BBIX0/Ia CyOBEKTa I0CTYIA B CPeACTBO 3amuThl oT [IMB nm
3arpy3KH/0CTaHOBA ATOTO CPEJICTBA, a TAKXKE UICHTH(PHUKATOP CYyOBEKTa TOCTYIIA,
VWHULMUPOBABIIETO JAHHBIE IEHCTBUS;

[IpoBoauTh perucrpanuio coobITui MpoBepku 1 oOHapyxenust [IMB. B napamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UIEHTU(PUKATOP CYOBEKTa JOCTYMa, NHULMUPOBABLIETO JaHHBIE ICHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar neiictBuil cpeacTsa 3amuThl no 6mokupoBanuto [IMB;

[TpoBOANTH perucTpamio COOBITHI IO BHEAPEHHUIO B CPEICTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax peructpaiuu yKa3bpIBarOTCSl BpeMs U JaTa
0OHOBIICHHUS, UJCHTU(DUKATOP CyOBEKTA TOCTYIA, HHUIIMUPOBABIIIETO JTAHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MOYJISA, HACHTU(PHUKATOP CYObEKTa
J0CTyIa, UHUIIUUPOBABIIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3aIyCcKa/3aBepIIeHuUs
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEruCTpalys COOBITUI YIpaBlIeHUs CyObEKTOM JIOCTYIIa
¢byHkusamMu cpeactaa 3amuThl oT [IMB. B napamerpax peructpaiuu yKa3blBatoTcs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KaX10M QyHKIIMEH, HIeHTU(DUKATOD U
cnenudukanus GyHKIUH, UISHTUPUKATOP CYyObEKTa T0CTya, MHUIIMAPOBABILIETO
JTaHHOE JIeUCTBHE, Pe3yIbTaT JCHCTBUS;




IIpoBoauTH perucTpanuio COObITUIN MOMBITOK JOCTYyIa IPOTrPAMMHBIX CPEJCTB K
MOJYJISIM cpeacTBa 3amuThl oT [IMB unu crienuanbHbeIM JoByIIKaM. B napamerpax
peruCTpaIiy yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOJTyJIsl, iACHTU(UKATOP U crenr(uKanus MOAyls cpeacTsa 3amute oT [IMB
(ciennanbHOM JIOBYILIKH), PE3YJIbTAT MOIBITKH JIOCTYIIA;

[IpoBoauTH perucTpainmio coObITUI OTKaTa s cpeacTra 3anuTel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuduKanus AeWCTBUM OTKaTa, HACHTU(PUKATOP CyObEKTa JOCTYIa,
VHHULMMPOBABILIETO TAHHOE JIEUCTBUE, pE3yibTaT IEUCTBUS;

10

ObecrneunTsb 3alUTY JAHHBIX PETUCTPAIMK OT UX YHUUTOXEHUS UM MOIU(UKALUN
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI POCMOTPA U aHAJIHM3a JAHHBIX PETUCTPAIMH U HX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SABIATHCA NpuunHOM peanusanuu [IMB (co3nanue, penakTupoBaHnue, 3auch,
KOMITWJISIIUS. 0OBbEKTOB, KOTOpBIE MOTYT cojepxkath BIT).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX PETUCTpALlUU 110
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOUTE HECKOJILKO BHJIOB yueTa (AyOIMPYIOIIUX) C PErUCTpalueH BhIIaYH
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO pEerucTpaIus 3arpy3Kd U HHUIHATU3AIUN ONIePAIIHOHHON CHCTEMBI.




17

OcCyIecTBIATh PErUCTPALIMIO BBIIAUX MTEYaTHBIX (Tpa@UUuecKrX) TOKYMEHTOB Ha
«TBEpAYIO» KOIHIO. B mapaMerpax peructpanuy ykas3blBatoTcs (JaTa U Bpems
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CTICHU(HUKAINS yCTPOHCTBA BBLIAYH —
JoTu4YecKoe uMs (HOMEep) BHELIHETO YCTPOICTBA, KPaTKOE COJEpKAHUE
(HaumeHOBaHUe, BUJ, ()P, KOI) U YPOBEHb KOHPHUICHIIMATHLHOCTH JOKYMEHTA,
UACHTU(PHUKATOP CyObEKTa JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEerucTpalmio 3anycka (3aBepiieHns) IporpaMM U MpoIeccoB
(3amanuit, 3a/1a4), MpeIHa3HAUYEHHBIX sl 00pabOoTKH 3anuiiaemMeix ¢aiaos. B
napamMeTpax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMsl 3aIyCKa, HMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JIO0CTYTIa, 3alIPOCHUBILIETO TPOrpaMMy (IIpOLIece, 3a/laHue), pe3yabTaT 3amycKa
(ycnemHbIi, HeyCIeUTHbI — HECAaHKIITMOHUPOBAHHBIH ),

19

OcCymiecTBIATh PETUCTPALIHMIO MONBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (Mporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi) K 3anuiaeMeiM (aiimam. B mapamerpax perucrpamum
YKa3bIBAIOTCSA JaTa U BPeMsl TIOIBITKH JIOCTYIIA K 3aluiaeMomMy (aiiny ¢ ykazaHHeM
ee pe3ynbrara (ycIenHas, HeyCcrelnrHas — HeCaHKIIMOHUPOBAHHAs), HACHTH(PUKATOP
cyOBeKTa IoCTyMa, crienuguKanms 3anmiaemMoro Qaiiia;

20

OcymiecTBIATh PErUCTPALIMIO MTOMBITOK AOCTYIA TPOrPaMMHBIX CPEICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JO0CTYIa: TEPMHUHAJIAM,
KommbioTepam, y3nam cetu MCII/{H, muansam (kaHanam) CBSI3HM, BHEITHAM
yCTpOICTBaM KOMITbIOTEPOB, POrpaMMamM, ToMaM, Katajoram, (aiiaam, 3anucsm,
noJIsiM 3anuceld. B mapamerpax perucTpaiuu yka3blBaroTCs 1aTa U BpeMs MOTBITKA
JIOCTYTIa K 3alllUIIaeMOMYy OOBEKTY C YKa3aHHeM €€ pe3yibTaTa (ycreurHas,
HeycCIelTHas — HeCaHKIMOHUPOBaHHas ), UACHTU(PUKATOP CyObeKTa JOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IIOMOIIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B )KYpHaJI (y‘ICTHYIO KapTOIIKy');




22

Ocy1iecTBIATh OYUCTKY (0OHYIIeHHE, 00e3IMYMBaHIE) 0CBOOOKIAEMBIX 00IacTeit
OTICPATUBHOM MaMsATH KOMIBIOTEPOB U BHEIIHUX HaKomuTene. OuncTka
OCYIIECTBISIETCS OJHOKPATHON MPOHU3BOIBHOM 3aMKCHI0 B 0CBOOOKIaEMYIO 001acTh
MaMSTH, paHee UCIIOJIH30BAHHYIO JUIS XPAaHEHHUS 3alIMIAeMbIX JaHHBIX ((ailos,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneunTh 11ETOCTHOCTh MPOTrpaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a
TaK)K€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipy 3TOM 11eI0CTHOCTh CPECTB 3alIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH (MIeHTU(UKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICII/IH cpencTB pa3paboTKH U OTIAAKU IPOTpaMM;

OcymectBnars pusnueckyto oxpany UCII/IH (ycTpoiicTB n HOcuTenen
nH(popMaIun), mpeaycMaTpuBaroiias KOHTpoIb goctymna B momemenus UCIIa
MMOCTOPOHHUX JIUI], HAJTMYKE HA/IEKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHus B omenienust UCII/IH u Xxpanumnwuine HocuTeneil nHdopMaIu;

[TpoBoauTs mepuoanueckoe TectupoBanue Gpynkunii C3I1/IH npu n3mMeHeHUn
nporpamMmMHoi cpenbl 1 iepcoHana MCII{H ¢ moMonpio TECT-MPOTrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATM4KMK cpeacTBa BocctanoBiaeHus C3I1/IH, mpemycmarpuBaromnue
BEJICHHUE JIBYX KOTIMH MIPOrPAMMHBIX CPEJICTB 3alUThl HHPOpMAIIUU, X
MePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0OTOCIIOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTH MOYyJIeH cpeacTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IPU €T0 3aTPYy3KE C
HCII0JIb30BAHUEM KOHTPOJBbHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacTBa 3alllMThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;




Peann3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHH CpECTBA

[ 3amuTsl oT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

3 [IpoBoauTh pezepBHOE KonupoBanue [1/IH Ha oTuykaemMble HOCUTENHN HH(pOpMaLINK;

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMAaTHYECKYIO MPOBEPKY Ha Hanuuue BII wnu nocneacreuii [IMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX Moyl (IPUKIIAJHBIX IPOTPAMM),
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUNOBBIM 111a0JI0HAM U ¢ TOMOIIbIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTUYECKOTO OJIOKMpOBaHMs 0OHapyx)eHHbIX BIT
MyTeM UX YAaJE€HUS U3 MPOrpPaMMHBIX MOJIyJEH WM YHUUYTOKEHUS;

3 Perynsipuo BeIMONHATH (TIpu iepBoM 3amycke cpeacts 3amuThl [1/]a ot [IMB u ¢
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;

4 JomkHa nHUIIMUpOBaThCs aBToMatndeckas nposepka UCII/In Ha npeaMeT Hanuuus
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUisl yCTaHABIMBAEMOIO YHCIIA ONEpaluid y1aJeHuUs

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U
MPUKIIAJHBIX TPOrpaMM WJIM NPOTPAMMHBIX CPEICTB, coaepxkamux BII.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO ¢ 11eNbio BhisBIeHus BIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
J1jis mporpaMMHOTO 0OeCTIeueH s, UCIIOIb3yeMOT0 IPH 3aluTe HHPOpMAIUH B

1 NCIIH (cpeacts 3amutsl nHpopmanuu — C3H, B TOM 4ucie U BCTPOCHHBIX B

o0I1ecCuCTEMHOE U MPUKIaJHOE TporpaMMHoe obecnieuenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJist oTcyTcTBUsS B HeM H/IB (e




JIEKJIApUPOBAHHBIX BO3MOKHOCTEM).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM TPOIPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkenuii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 00s3aTenbHOE HCIOIb30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbIE METO/Ib aHAIM3a U METObI BHISIBICHUS aHOMAaJUI

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTUMOCTH, 110 0€30MaCHOCTH M 3PTOHOMHYECKUM TPeOOBaHUAM K CPECTBAM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MUCII/IH TpebGoBanmsm 6e3omacHoctr [1/]H

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE HIIH 0053aTEIbHYIO CepTH(UKAIHIO (ATTECTAIHIO) 110
TpeGoBaHMUAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO ONepaTopa);




[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBHUHU HCCAHKIIMOHNWPOBAHHOTO MJIKM HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

CornacoBaHo:
3aMecTUTENb 3aBEAYIOIIETO I'epacumoBa Haranms Bukropona
Cnenmauct 1o xKajapam Ky3pmuna Enena BnagumupoBaa

Crapumit BocnuTarelnb KpacnoBa Mapuna EBrenseBHa




JIner o3Hakomiienus ¢ [lonuTnkoi nHpOpManoHHON 0e301aCHOCTH

Ne 1017 (0) HosxHocTh Hara Hoanmuceh
n/n
1 | I'epacumoBa Haranus BukropoBHa 3aMecTUTENb 3aBEAYIOIIETO
2 | Ky3pmuna Enena BiiagumupoBHa Crienuanuct o kajapam
3 | KpacnoBa Mapuna EBrenbeBHa Crapuuuii BocIuTaTesb
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